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Executive Summary  
On December 15, 2025, OneTrust conducted a Business Continuity tabletop exercise to assess 
organizational preparedness during a complex, multi-factor disruption affecting people, facilities, 
technology, communications, and reputation. The exercise focused on evaluating decision-
making under uncertainty, cross-functional coordination, employee safety, and the continuity of 
critical business services. The scenario was intentionally designed to escalate over time, 
simulating real-world stress and time pressure while enabling the identification of both existing 
strengths and areas for improvement. 

 

Exercise Objectives 
This exercise was designed to validate OneTrust’s readiness to manage a fast-moving crisis, 
assess clarity of roles and accountability across teams, identify opportunities to strengthen 
processes and governance, and confirm effective practices already in place. The discussion also 
enabled the collection of insights to inform lessons learned and ongoing Business Continuity 
improvements. 

 

Attendees    
Members of the following teams participated in the disaster recovery exercise:  

• Cloud Operations 
• Development Operations 
• Information Security 
• IT Operations 
• Communications 
• Human Resources 
• Global Workplace 
• Customer Support 

 

Scenario Overview 
The exercise simulated a disruptive event occurring during a leadership gathering at OneTrust’s 
Atlanta office. 
The scenario unfolded progressively through four injects, each introducing new challenges and 
requiring coordinated response. 
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Scenario Injects 
• Inject 1 – Initial Safety Disruption: Severe weather develops in the Atlanta area where 

the company headquarters sits, while a nearby political protest escalates. As conditions 
worsen, building exits become unsafe and a temporary lockdown is initiated to protect 
employees and guests inside the facility. 

• Inject 2 – Information & Reputation Pressure: Media attention increases and 
misinformation begins circulating online. Internal uncertainty grows, requiring 
coordinated communication, rumor control, and continued focus on employee and 
customer reassurance. 

• Inject 3 – Operational Impact: A total power outage affects the building, degrading 
access-control and monitoring systems. Business operations are disrupted, and teams 
must rely on manual processes and continuity procedures to maintain essential services 
and safety oversight.  

• Inject 4 – Controlled Release & Recovery: The situation stabilizes and power is gradually 
restored. Employees are released in phases under security oversight, and teams shift 
focus to recovery activities, next-day operations, and organizational learning. 

 

Remediations 
During the tabletop exercise, the following actions and mitigation measures were discussed and 
demonstrated by participating teams as part of the simulated response: 

1. Maintain employee safety and accountability: Ensured timely confirmation of employee 
and guest status during restricted access conditions. 

2. Control physical access and site movement: Managed building access restrictions and 
coordinated a controlled, phased release once conditions stabilized. 

3. Sustain business continuity under degraded conditions: Identified and prioritized 
essential business functions and supporting systems during operational disruption. 

4. Preserve effective internal and external communications: Maintained coordinated, factual 
communications to support decision-making and manage external attention. 

5. Protect customer service continuity: Assessed potential customer impact and sustained 
customer support coverage throughout the incident. 

 

Result 
The exercise demonstrated OneTrust’s ability to respond effectively to a complex and rapidly 
evolving disruption through coordinated, cross-functional decision-making. Teams were able to 
maintain focus on employee safety, sustain essential business activities under degraded 
conditions, and manage communications during increased uncertainty and external attention. 
The exercise was completed successfully and provided clear visibility into both existing 
strengths and areas for improvement, supporting continuous enhancement of OneTrust’s 
Business Continuity capabilities. 
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Continuous Improvements 
Lessons learned and identified areas of improvement resulting from the exercise are formally 
documented and inform updates to relevant Business Continuity documentation, response 
procedures, and operational runbooks.  
These enhancements support the continued maturation of OneTrust’s Business Continuity 
capabilities and reinforce the organization’s ongoing commitment to resilience, governance, and 
continuous improvement. 


