
As society redefines risk and opportunity, OneTrust empowers tomorrow’s leaders to succeed through trust and 
impact with the Trust Intelligence Platform. The market-defining Trust Intelligence Platform from OneTrust 

connects privacy, GRC, ethics, and ESG teams, data, and processes, so all companies can collaborate seamlessly 
and put trust at the center of their operations and culture by unlocking their value and potential to thrive by doing 

what’s good for people and the planet. 
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Learn how OneTrust can scale your resources and optimize 
your risk and compliance lifecycle.

Schedule your demo today

Fundamental to comprehensive:
Where does your compliance program stand?

What’s the di�erence between NIS2 
and NIST? SOC 2 and SOX? With so 
many IT and privacy frameworks and 
regulations — many of which have 
significant overlap — it can be di�cult 
to determine what’s best for your 
organization.

Our IT and Privacy Framework 
Matrix helps you prioritize your most 
critical compliance requirements by 
positioning each framework according 
to its applicability (narrow to wide) 
and coverage (fundamental to 
comprehensive).

Applicability: Frameworks with narrow applicability focus on specific states 
or sectors, while wide applicability includes country-wide or global standards. 

Coverage: Fundamental frameworks o�er basic guidelines or principles, while 
a more comprehensive one provides extended coverage and details into various 
aspects of an organization. 

IT and Privacy Framework Matrix

Fundamental coverage 

• Essentials • IT General
Controls (SOX, 
ICFR, SOC 1) 

• GDPR

• SOC 2

• US Privacy
Framework
(USP 23)

• DEI
(Diversity,
Equity & Inclusion)

• CyberSecure
Canada

• APP (Australian
Privacy Principles)

• Cyber Essentials
(UK)

• Connecticut Data Privacy Act
Colorado Privacy Act  

Utah Consumer Privacy Act

Virginia Consumer Data Protection Act

Oregon Consumer Privacy Law

Montana Consumer Personal Data Protection Act

Texas Privacy Law and Security Act

India Digital Personal Data Privacy Act

Washington My Health, My Data Act

• California Privacy Rights Acts

• NIST CSF 2.0

• Europrivacy

• CIS 18

• ISO 27018: 2019

• NIS2
• DORA

• PCI DSS v4.0

• FedRAMP

• FFIEC

• NERC CIP

• CMMC v2

• NIST 800-172

• NIST 800-171

• NIST Privacy
Framework

• HIPAA

• TISAX v6.0.1

• NIST 800-53

• ISO 27001: 2022

• ISO 27701: 2023

• ISO 42001

• EU AI Act

• NIST AI Risk
Management
Framework

Comprehensive coverage
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https://www.onetrust.com/forms/grc-security-assurance-cloud-demo/



